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Ciel

* Cielom tejto prezentacie je predstavit
CCD CoE ako potencionalne zaujimaveho
partnera na spolupracu v oblasti
kyberneticke] obrany.
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miestnenie CoE v ramci NATO

NATO

CIVILIAN
STRUCTURES

MILITARY
STRUCTURES

ACO (Allied Command
Operations)

ACT (Allied Command
Transformation)

Centres of Excellence




Centra vynimicnosti

* suU koordinovaneé z ACT, pricom ACT ma za
ulohu rozvijat vojensku efektivitu NATO
pomocou novych konceptov a doktrin

* SU to medzinarodné organizacie (v sucasnosti je
ich 21), kde kazda krajina ma svojho vyslaneho
zastupcu a zastupcu v riadiacom vybore
(steering committee)

* centra znalosti a skusenosti v jednotlivych
oboroch zaujmu




CCD CoE

* Cooperative Cyber Defence Centre of
Excellence je medzinarodny think tank v
ramci NATO, ktory sa specializuje na
aplikovany vyskum a vyvo|, konzultacie,
Sskolenia a cvicenia v oblasti
kyberneticke] obrany.

» spolupracuje s NATO ako aj civilnymi
instituciami (oblast IT priemyslu,
akademicka obec, ...)
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Cyber Defence Monitoring Network and Host Forensics

Introductory Forensics Training

Malware & Exploit Essentials

Smartphone Security & Forensics International Law of Cyber Ops

Cyber Defence at Op. Level Executive Level Cyber Seminar
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ozbrojenych sil SR
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[ Strategic level

/(fper'a'l‘ional level
Steadfast Steadfast
PINNACLE PYRAMID
DSACEUR/DCOS JFT DSACEUR/DCOS JFT
TA: OF-7 ... TA: OF-5/6
Trident Trident
JUNCTURE JAGUAR
SACT/JFCBR/JWC SACT/JFCNP/JWC
\ TA: JFCBR, SSCs TA: NRDC IT, ARRC

/Tactical/Technical level
Locked Shields

NATO CCD COE
TA: NATO, SNs,

N

Cyber

Coalition
ACT/ESCD/NCIA
TA: NATO, Nations

N
\

Trident

JEWEL
SACT/MARCOM/JWC
TA: MARCOM /

—

\

[ 1 senior Leadership TTX I c2is/CIS Interoperability

|:| Crisis Response Operations

Cyber Defence specific
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International Cyber Norm Development Rules of Engagement in Cyberspace

National Cyber Security
Management Structures

Insider Threat

Human rights in cyber-space Responsive Cyber Defence

Tallinn Papers




,Flagship” projekty

 Locked shields cvicenie: najvacsie
medzinarodné ,live-fire” cviCenie kybernetickej
obrany

« Tallinn manual: pravna studia zaoberajuca sa
aplikaciou medzinarodného prava v pripade
kybernetickeho konfliktu

« CyCon konferencia: konferencia pre 400-500
ucastnikov. Ma tri paralelné sekcie: legal,
technology a strategic.
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LOCKED SHIELDS
2015
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Tallinn Manual

Vypracovala skupina cca. 20 medzina-

rodnych expertov v r.2009-2012 TALLINN
Pozorovatelia: NATO ACT, US Cyber \I(Q\NI H T\I
Command, ICRC INTERNATIONAL
Nezavisly akademicky vystup (95 pra- A,»\PPLléfk\lﬁil,i~i O
vidiel + komentar), nie doktrina NATO Ci CYBER
iného Statu WARFARE

Odpoveda ako aplikovat medzinarodné

Prepared by the International Group of Experts

p ra’vo V éase kybern eti Cké ho ko n fl i kt u / at the Invitation of The NATO Cooperative

Cyber Defence Centre of Excellence

vojny

Tallinn 2.0 rozSiruje analyzu na aplikaciu medzinarodného prava v
kybernetickom priestore v Case mieru
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Otazky

Generalny stab
ozbrojenych sil SR
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Kontaktne udaje

kapitan Ing. Roman PALIK

nacelnik skupiny Vyskumu a Specialnych
studii,

Zakladna stacionarnych KIS, TrencCin
0960 406390, 0903 820614

roman.palik @ mil.sk





